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Privacy Notice for Intermediaries 
This notice (Privacy Notice) applies to personal information held by HSBC Life (UK) Limited regarding any 
intermediary (including network principal firms) that has entered into an agreement with us, and/or any individuals 
associated with such an intermediary firm (e.g. directors, employees, representatives, consultants etc.).  

It explains what information we collect about you, how we'll use that information, who we'll share it with, the 
circumstances when we'll share it and what steps we'll take to make sure it stays private and secure. It continues to 
apply even if your agreement with us ends (or that of the intermediary firm you are associated with). It should also be 
read alongside any agreement you have entered into with us and/or any additional terms we have supplied to you.  

Some of the links on our websites lead to other HSBC or non-HSBC websites with their own privacy notices, which 
may be different to this notice. You'll need to make sure you're happy with their privacy notices when using those 
other sites.  

Wherever we've said 'you' or 'your', this means you in your capacity as a director, partner, owner, employee, agent, 
intermediary, protection or investment adviser or any other individual associated with an intermediary firm we have a 
relationship with. If you provide us with information about another person (e.g. other advisers or contacts at your 
intermediary firm), you'll need to direct them to this notice.  

When we say 'we', 'us', or 'our', we mean HSBC Life (UK) Limited, which acts as a data controller in respect of your 
personal data, with its registered address at 8 Canada Square, London E14 5HQ, UK. If you'd like to get in touch with 
us, you can also find contact details at the end of this notice.  

We have a separate privacy notice for our customers, which can be found on our website: 
https://www.life.hsbc.co.uk/privacy-notice. 

Where we collect information from 
We'll only collect your information in line with relevant regulations and law. We may collect it from a range of 
sources, including: 

 information that you provide to us when you interact with us, e.g. visit our websites or mobile channels or call us  

 information that you, or your intermediary firm (including network principal firms) provide to us, for example, 
through completing a registration form or factfind, filling out a contact or web form, or registering to receive alerts 
or updates  

 panel management firms such as mortgage clubs, compliance/business service providers or similar entities  

 information that we obtain or learn, such as information about the browser or device you use to access our 
website and online portals/systems, how you use the site and the pages you visit, traffic and location data  

 third parties which collate business information  

 publicly available sources and regulatory bodies (e.g. Companies House, FCA etc.)  

To help us continually improve our service and in the interests of security, we may monitor and/or record your 
telephone calls with us. 
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The information we collect may include:  

Information that you provide to us, e.g.:  
 personal details, e.g. name and job title  

 contact details, e.g. address, email address, landline and mobile numbers  

 information about your business (including your processes, employees, accounting information etc), whether 
provided by email, phone or in person  

 information generated from the applications you submit to us  

 user login and subscription data, e.g. login credentials for our online portals/ systems such as our extranet and 
HSBC Access. If you register to use the password-protected portions of these sites, we will also ask you to 
provide us with certain up to date information about yourself  

 market research data e.g. information and opinions expressed when participating in market research  

 other information about you that you give us by filling in forms or by communicating with us, whether face-to-
face, by phone, email, online, or otherwise  

Information we collect or generate about you, e.g.:  
 information about your business (e.g. lead sources, business profiles) whether generated internally, or collected 

from external sources  

 marketing and sales information, e.g. details of our relationship with you and your preferences  

 information about your device or the software you use, e.g. its IP address, technical specification and uniquely 
identifying data 

 Key Risk Indicators (e.g. retention data, complaints data, underwriting data)  

 cookies and similar technologies we use to recognise you, remember your preferences and tailor the content we 
provide to you - our cookie policy contains more details about how we use cookies and can be found at 
https://www.hsbc.co.uk/cookie-notice/  

 records of correspondence and other communications between us, including email, phone and social media 
communications  

 information generated by email analytics and reporting tools to see how many of our emails are opened and 
which links receive the most clicks  

 information that we need to support our regulatory obligations, e.g. information about transaction details, any 
FCA reportable debts, detection of any suspicious and unusual activity and information about parties connected 
to you or these activities  
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How we'll use your information  
We’ll only use your information where we have your consent or we have another lawful reason for using it. These 
reasons include where we:  

 need to pursue our legitimate interests;  

 need to process the information to enter into or carry out an agreement you are party to;  

 need to process the information to comply with a legal obligation;  

 believe the use of your information as described is in the public interest, e.g. for the purpose of preventing or 
detecting crime;  

 need to establish, exercise or defend our legal rights;  

 need to use your information for insurance purposes 

The reasons we use your information include:  

 for making decisions and servicing our relationship with you, your intermediary firm (including network principal 
firms where applicable) and/or a customer  

 to communicate with you in relation to the above  

 to carry out our obligations from any agreements entered into between you, or your intermediary firm (including 
network principal firms where applicable), and us  

 for making credit or distribution risk decisions  

 for the purposes of debt collection  

 to improve our products and services, including by understanding which articles and topics you interact with on 
our website, online portals/ systems such as extranet and HSBC Access, and via our email communications  

 to undertake market research  

 to undertake marketing or promotional activity, as long as you've given us your consent, or it's within our 
legitimate interest to do so  

 to evaluate the effectiveness of our marketing activities  

 for statistical analysis  

We also use information to meet our compliance obligations, to comply with other laws and regulations and to share 
with regulators and other authorities that HSBC Group companies are subject to. This may include using it to help 
detect or prevent crime (including terrorism financing, money laundering and other financial crimes). We'll only do 
this on the basis that it's needed to comply with a legal obligation, it's in our legitimate interests and that of others or 
to prevent or detect unlawful acts.  

Marketing  
We may use your information to provide you with details about relevant HSBC products and services, and also 
products and services from our partners and other relevant third parties. We may send you marketing messages by 
post, email, telephone, text, or through social media. You can change your mind on how you receive marketing 
messages or choose to stop receiving them at any time. To make that change, please contact us in the usual way.  

If you ask us not to send you marketing, it may take us a short period of time to update our systems and records to 
reflect your request, during which time you may continue to receive marketing messages. Even if you tell us not to 
send you marketing messages, we'll continue to use your contact details to provide you with important service-
related information relevant to our relationship with you, or if we need to tell you something to comply with our 
regulatory obligations.  
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Market Research  
We may use your information for market research and to identify trends. Market research agencies acting on our 
behalf may get in touch with you by post, telephone, email or other methods of communication to invite you to take 
part in research. We won't invite you to take part in research using a communication method if you've asked us not 
to get in touch that way. 

Who we might share your information with  
We may share your information with others where lawful to do so including where we or they:  

 need to in order to manage our relationship with you, or your intermediary firm (including network principal firms 
where applicable) or provide you with relevant products and services e.g. fulfilling a payment request  

 need to in relation to the business you submit to us (e.g. panel management firms such as mortgage clubs, 
compliance/business service providers or similar entities, reinsurers etc)  

 need to in order to provide your customers with an insurance policy or to administer a claim  

 have a public or legal duty to do so, e.g. to assist with detecting and preventing fraud, tax evasion and financial 
crime  

 need to in connection with regulatory reporting, litigation or asserting or defending legal rights and interests  

 wish to send marketing to you or others, as long as you've given us your consent, or it's within our legitimate 
interest to do so  

 have a legitimate business reason for doing so, e.g. to manage risk, verify your identity, enable another company 
to provide you with services you've requested, or assess your suitability for products and services  

 have asked you for your permission to share it, and you've agreed  

We may share your information for these purposes with others including:  

 other HSBC Group companies and any sub-contractors, agents or service providers who work for us or provide 
services to us or other HSBC Group companies (including their employees, sub-contractors, service providers, 
directors and officers)  

 other parties connected to the business you submit to us (e.g. your firm, including network principal firms where 
applicable, reinsurers, or service providers such as mortgage clubs)  

 law enforcement, government, courts, dispute resolution bodies, our regulators, auditors and any party appointed 
or requested by our regulators to carry out investigations or  

 audits of our activities  

 other parties involved in any disputes, including disputed transactions  

 fraud prevention agencies who'll also use it to detect and prevent fraud and other financial crime  

 industry groups who help us identify and manage risks to our business  

 anybody who provides marketing or market research services to us  

 anyone who provides instructions or operates any of your accounts on your behalf, e.g. Power of Attorney, 
solicitors, intermediaries, etc  

 anybody else that we've been instructed to share your information with by you or your intermediary firm 
(including network principal firms where applicable)  
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Transferring your information overseas  
Your information may be transferred to and stored in locations outside the UK or European Economic Area (EEA), 
including countries that may not have the same level of protection for personal information. When we do this, we'll 
ensure it has an appropriate level of protection and that the transfer is lawful.  

We may need to transfer your information in this way to carry out our contract with you or your entity, to fulfil a legal 
obligation, to protect the public interest and/or for our legitimate interests. In some countries the law might compel 
us to share certain information, e.g. with tax authorities. Even in these cases, we'll only share your information with 
people who have the right to see it.  

You can obtain more details of the protection given to your information when it's transferred outside the UK or EEA 
by contacting us using the details in the 'More details about your information' section below.  

How long we'll keep your information  
We keep your information in line with our data retention policy. When determining how long we need to retain it, 
we’ll consider the requirements of applicable laws and regulations, as well as our own legitimate purposes. For 
example: we may need to retain your personal data to manage our relationship with you or your intermediary firm, to 
deal with any queries or complaints, fight fraud and financial crime, respond to requests from regulators, etc. If we 
don’t need to retain information for this period of time, we may destroy, delete or anonymise it more promptly.  

Your rights  
You have a number of rights in relation to the information that we hold about you. These rights include:  

 The right to access information we hold about you and to obtain information about how we process it  

 In some circumstances, the right to withdraw your consent to our processing of your information, which you can 
do at any time. We may continue to process your information if we have another legitimate reason for doing so  

 In some circumstances, the right to receive certain information you have provided to us in an electronic format 
and/or request that we transmit it to a third party  

 The right to request that we rectify your information if it's inaccurate or incomplete  

 In some circumstances, the right to request that we erase your information. We may continue to retain your 
information if we're entitled or required to retain it,  

 The right to object to, and to request that we restrict, our processing of your information in some circumstances. 
Again, there may be situations where you object to, or ask us to restrict, our processing of your information but 
we're entitled to continue processing your information and/or to refuse that request  

You can exercise your rights by contacting us using the details set out in the 'More details about your information' 
section below. You also have a right to complain to the UK Information Commissioner's Office by visiting 
www.ico.org.uk or to the data protection regulator in the country where you live or work.  

What we need from you  
You're responsible for making sure the information you give us is accurate and up to date, and you must tell us if 
anything changes as soon as possible. If you provide us with information relating to another person (e.g. other 
advisers or contacts at your intermediary firm), you'll need to direct them to this notice.  
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How we keep your information secure  
We use a range of measures to keep your information safe and secure which may include encryption and other 
forms of security. We require our staff and any third parties who carry out any work on our behalf to comply with 
appropriate compliance standards including obligations to protect any information and applying appropriate 
measures for the use and transfer of information.  

More details about your information  
If you'd like further information on anything we've said in this privacy notice, or to contact our Data Protection 
Officer, contact us on 0333 207 5563, email us at support@lifeprotectionplan.hsbc.co.uk or you can write to us 
at Data Protection Officer, HSBC Life (UK) Limited, P.O. Box 1053, St Albans AL1 9QG addressed 'for the attention of 
the DPO'.  

This privacy notice may be updated from time to time, and you'll always be able to find the most recent version on 
this site.  

 

 

 

 

 

 

 

 

 

 

 

 

 

HSBC Life (UK) Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the 
Prudential Regulation Authority. Registered in England (United Kingdom) number 00088695. Registered Office: 8 Canada Square, London 
E14 5HQ. Our Financial Services Register number is 133435. HSBC Life (UK) Limited is a member of the Association of British Insurers. 

Issued by HSBC Life (UK) Limited  
Registered Office: 8 Canada Square, London E14 5HQ  

LIFE1238 06/21

 


